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Abstract: This paper presents efficient algorithms based on Ancient Indian Vedic Mathematics (AIVM) to optimize
the computational performance of point addition and point doubling operations on Huff Elliptic Curves (HEC),
Generalized Huff Elliptic Curves (GHEC), and New Generalized Huff Elliptic Curves (NGHEC). To accelerate
arithmetic operations, the Dvandva-Yoga sutra is employed for fast squaring, while the Urdhva-Tiryagbhyam sutra
is used for high-speed multiplication. The proposed AlVM-based algorithms significantly reduce the time
complexity involved in elliptic curve computations. Experimental evaluation, carried out through MATLAB
implementations for 8-bit and 16-bit multiplication and squaring operations, demonstrates the superior performance
of the Vedic-mathematics-based approach compared to conventional methods. The results show a notable
improvement in processing speed, reduced computation delay, and lower power consumption. The impact of the
AIVM techniques on Huff-curve operations has been thoroughly analyzed, and the findings are presented through
comparative tables and graphical illustrations. Overall, the proposed methods offer an effective and high-
performance solution for enhancing arithmetic operations in Huff-based elliptic curve cryptography.

[Nehra, A., Kumar, A. and Saini, K. AN EFFICIENT ALGORITHMIC APPROACH TO HUFF ELLIPTIC
CURVES USING VEDIC MATHEMATICS. The International Journal of Interpretation, Observation and
Analysis, 2025; Volume 4, Issue 1:118-123 (October-December). ISSN 2349-0713, Peer-reviewed (online/offline),
Refereed, Indexed and International Journal (Since 2013), Global Impact Factor: 6.205

Key Words: Urdhva-tiryagbhyam technique, Dvandva-yoga technique, HEC, GHEC, NGHEC

Mathematics Subject Classification: 94A60, 14G50 improved formulas for point addition and point

doubling. The generalized form of the Huff curve was
1. INTRODUCTION further developed by Feng and Wu in 2010, and

subsequently, the New Generalized Huff Curve was
The concept of elliptic curves over finite fields plays introduced by Ciss and Sow in 2011. Devigne and
a fundamental role in modern elliptic curve Joye later proposed unified point addition formulas
cryptography (ECC). The arithmetic of elliptic curves for Huff curves over fields of characteristic 2. In this
has attracted extensive interest from cryptographic work, we focus on Huff Elliptic Curves (HEC),
researchers, leading to the development of humerous Generalized Huff Elliptic Curves (GHEC), and their
methods aimed at accelerating elliptic curve variants. These curve models support efficient
operations. In recent years, various alternative curve computation and exhibit advantageous properties
models such as Huff curves, Edwards curves, and such as resistance to side-channel attacks. Side-
Hessian curves have gained significant attention due channel attacks exploit physical leakages such as
to their simplicity, elegant structure, and faster point power consumption, timing behavior,
addition and point doubling procedures. Elliptic electromagnetic emissions, or induced faults to
curves have been studied for several decades, and recover secret information during ECC-based scalar
many well-known curve forms, such as the multiplication.  Scalar multiplication, typically
Weierstrass, Huff, Hessian, and Jacobi curves, are implemented via the double-and-add algorithm,
widely recognized in cryptographic applications. involves performing a point doubling for every bit of
Among these, the Huff elliptic curve, introduced by the scalar and a point addition whenever the
Huff in 1948 over the rational field, and its plane corresponding bit is 1. If point addition and point
generalization, the Generalized Huff Curve, have doubling operations are distinguishable through side-
emerged as promising models due to their efficient channel analysis, an adversary may be able to recover
arithmetic properties. In 2010, Joye et al. extended the secret key. To counter such vulnerabilities,
the applicability of Huff curves to fields of unified formulas that compute point addition and
characteristic not equal to two and presented doubling using identical sequences of field operations
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have been proposed, making the two processes
indistinguishable. This paper introduces efficient
algorithms based on Ancient Indian Vedic
Mathematics (AIVM) to reduce the computational
time required for point addition and point doubling
on HEC, GHEC, and NGHEC. For fast squaring
operations, the Yavadunam and Dvandva-Yoga
techniques are employed, while the Ekadhikina-
Purvena and Urdhva-Tiryagbhyam sutras are used to
accelerate multiplication.

The paper is organized as follows:

e Section Il  presents the
preliminaries on  Vedic
techniques relevant to ECC.

e Section Il provides an overview of Huff
elliptic curves and describes ECC operation
algorithms for these curves and their
variants.

necessary
Mathematics

e Section IV discusses the generalized Huff
elliptic curves and their associated ECC
algorithms.

e Section V introduces the new generalized
Huff elliptic curves along with their
operation algorithms.

e Section VI presents a detailed comparison
and performance analysis of arithmetic
operations on HEC and GHEC models.

e Section VII concludes the work with key
findings.

2. MATHEMATICAL BACKGROUND OF

HUFF ELLIPTIC CURVES

In this section, we will discuss the mathematical
background of ordinary Huff, twisted Huff curves,
and the addition law for the points on these curves.

2.1. Ordinary Huff Elliptic Curve (OH*EC) [9]: An ordinary Huff elliptic curve H;b in two-parameter a
and b over afinite field F with char (F) = 2, is defined as

ax(y’-1)=by(x*-1)
where 0=a,be Fand a®>—b*#0 .

2.1.1.  Addition law for the points on OH"EC [9]

@)

Let P=(x, Y1) and Q =(X,,Y,) be any two points (may be equal or may be different) on the curve H_ . Then the

addition of P and Q, denoted by the point, R (X3, Y3) is defined as

3 (% +%)(1+y1y,)

Xo =
: (1+ X %o )(1— Y1y2)
(y1+y2)(1+x1X2)

and

y =
’ (1_ X %o )(1+ y1Y2)

@

®)

2.2. Twisted Huff Elliptic Curve (TH*EC) [9]: A twisted Huff elliptic curve H;b,d in three parameters a ,

b and d over afield F with char (F) # 2, is defined as

ax(y*-d)=by(x’-d)

(4)

where a,b,d € F with a,b#0 and abd(az—bz);tO_

2.2.1.  Addition of the Pointson TH EC [9]

Let P=(X, Y1) and Q =(X,,Y,) be any two points (may be equal or may be different) on the curve H, ;. Then

the addition of P and Q, denoted by the point, R (X3, Y3) is defined as

_ d (X +X%)(d+y1Y,)

’ (d+x)(d-y1y,)

Ayt y,)(d+x%)

and P (d=x%)(d +yy,)
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(X y) = e 9 ™

Using the above transformation, the OH”EC and TH EC in the projective coordinates system, respectively, can
be rewritten as

aX(Y2+ZZ)=bY(X2—ZZ) ®)

aX(YZ—dzz)sz(Xz—dZZ) ©)

3. PROPOSED SCHEMES
In this section, we will explain the schemes proposed for adding and doubling points on ordinary Huff and twisted
Huff elliptic curves.

Algorithm A1: Addition of two Distinct Points P and Q on OH*EC
Using equations (3) to (4) and (9), the addition (X3, Y3, Z;) of the points (Xy,Yy,Z; ) and (X,,Y,,Z, ) is given by

i.e. P(X0,1,2)) +Q(X,, Y0, Z,) = R(X3,Y3,Z3) where X5 =(X,Z, + %,Z)(ZiZ, = %X, ) (WY, + 2,2,
Yy =(MZ, +Y,2,)(2,2, -, ) (XX, + 2,2, ) and Z = (2023 -x0X3) (2825 -v2v7).

Now corresponding algorithm using AIVM techniques is explained as follows:

Input:P=(X,Y,Z,) and Q=(X,)Y,,Z,) , Output:R=P+Q=(X,,Y;,Z;) . A=X;-X, ,
B=Y,Y, ,C=2-72,,D=X,-2, E=X,-2,,F=Y,-Z2,,G=Y,-Z,, H=D+E ,1=B+C,
J=C—-A,K=C-B, L=A+C, M=F+G, X,=M-J-1?,Y,=M-K-L*, Z,=1-J-K-L,
Return(X,:Y;:Z;).

Where both squares 1?and L* can be calculated using Dvandva-yoga technique, and all computations X, - X, ,
Y.-Y,, Z,-Z2,, X-Z,, X,-Z,,Y,-Z,,Y,-Z and | -J-K-L can be calculated using Urdhva-
tiryagbhyam technique of AIVM.

Algorithm- A2: Doubling of a Point P on OH"EC

Using equations (2.3) to (2.4) and (2.9), the doubling of a point P =(X{,Y;,Z;) on the ordinary Huff elliptic curve

Eq is R(X3,Y3,Z3) given by
ie. P(Xy, Y1, Z0) + P(X4, Y1, Z) = R(X3, Y5, Z5) where Xy =2X,2, (27 -X7)(Z2 +¥2)

Yy =207, (27 Y7 )(X{ Jrzf)2 and Z, = (2 - x{')(z! -¥*)

Now corresponding algorithm using AIVM techniques is explained as follows:

Input: P=(X,,Y,,Z,) and Q=(X,,Y,,Z,), Output :R=P+P =2P =(X,,Y,,Z,), A= X;*, B=Y?,
c=z?,D=2Z ,E=X,-D, F=Y,,-D, G=C—-A,H=B+C ,1=C-B, J=A+C,
X;=E-G-H? Y,=F-1-3%,Z,=G-H-1-J, Return(X,:Y,:Z;)

where all squares Xl2 : le, le . H 2, J? can be computed using Dvandva-yoga technique and all computations
2-Z,, X;-D,Y,-D, G-H-1-J can be calculated using Urdhva-tiryagbhyam technique of AIVM.

Algorithm B1: Addition of two Distinct Points P and Q on TH'EC
Using equations (2.7) to (2.8) and (2.9), the addition (X3,Ys,Z3)of the points (Xy,Y1,Z;)and (X3,Y,,Z,) is given
by
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ie, P(XpY,Z)+Q(X0.Y5.Z,) =R(X3.¥5,Z5)  where  Xg =d(X,Z, +X,Z)(d Z,Z, — X, X, ) (VoY +d 2,2, )

Yy =d (%2, +Y,Z,)(d 212, -, ) (X X, +d 2,2, )" and Z, = (dzzfzz2 - xfxf)(dzzfzz2 —vaf).

Now corresponding algorithm using AIVM techniques can be explained as follows:

Input:Pz(Xl,Yl,Zl) \ QE(XZ,YZ,ZZ) and 'd', Output:R= P+QE(X3,Y3,ZB) , A=X,-X,,
B=Y,'Y, , C=d-2,-Z,, D=X,-Z, E=X,-Z,,F=Y,-Z,,G=Y,-Z, ,H=D+E, I=B+C,
J=C-A,K=C-B,L=A+C,M=F+G,X;=d-H-J-1?,Y,=d-M-K-*,Z,=1-J-K-L,
Return(X,:Y;:Z;)

Where all squares 1*and L* can be calculated using Dvandva-yoga technique, and all computations X, - X, ,
Y.Y,, ¢c-Z,-Z,, X;-Z,, Xp-Z,,Y,-Z,,Y,-Z and | - J-K-L are calculated using Urdhva-
tiryagbhyam technique of AIVM.

Algorithm- B2: Doubling of a point Pon TH'EC

Using equations (2.7) to (2.8) and (2.9), the doubling of a point P =(X{,Y;,Z;) on the twisted Huff elliptic curve
Eq is R(X3,Y3,Z3) given by

ie., P(X1, Y1, Zy)+P(X(,Y,Z;) =R(X5,Y5,Z5) where Xy =2d Xlzl(d le—Xf)(d 72 +Y12)2 ,

Yy =2dY,Z, (427 Y )(d Z{ +X{ )2 and Z, =(d°zy - X} )(d%zf - ")

Now, corresponding schemes using AIVM techniques are evident from the following steps:

Input:Pz(Xl,Yl,Zl) , QE(XZ,YZ,ZZ) and 'd", Output:R=P+P=2PE(X3,Y3,ZB), A=X72,
B=Y?,C=d-Z? D=2-d-Z,, E=X,-D,F=Y,-D,G=C—-A,H=B+C ,1=C-B,
J=A+C,X;=E-G-H®*Y;=F-1.J,Z,=G-H-1-J ,Return(X,:Y,:Z,)

Where all squares X.° , le, le , HZ, J? can be calculated using Dvandva-yoga technique and all

computations 2-d-Z;, X,-D,Y,;-D, G-H-1-J can be calculated using Urdhva-tiryagbhyam technique of
AIVM.

4. RESULT ANALYSIS AND COMPARISON or similar points in OHEC and THEC using the
A comparative analysis of the number of arithmetic conventional method and techniques of AIVM is
operations, such as multiplication, squares, cubes, tabulated in Tables 4.1 and 4.2.
and other higher powers used in adding two distinct
Table 4.1. Comparison of the number of operations required for point addition in OH"EC and
THEC
Point Addition Point Addition
Elliptic (Using the conventional method) (Using AIVM techniques)
Curves
Pl PZ P3 P4 S Pl PZ P3 P4 S
OH*EC 21 10 0 0 31 14 2 0 0 16
TH EC 29 12 0 0 41 17 5 0 0 22

Table 4.2. Comparison of the number of operations required for point doubling on OH"EC and
THEC
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Point doubling Point doubling
Elliptic (Using the conventional method) (Using AIVM techniques)
Curves
Pl PZ P3 P4 S Pl PZ P3 P4 S
OHEC 9 10 0 23 10 5 0 0 15
TH EC 14 12 0 30 12 5 0 0 17
It is obvious from Table 4.1 that the number of compares the said results using a 32-bit processor.
operations required for point doubling on Furthermore, from Table 4.3, it is obvious that AIVM
OH*EC and TH EC using  AIVM’s techniques help to reduce processing time for points

techniques, respectively, reduces to 48.38% and
46.34% respectively. Table 4.2 shows that the
number of operations required for point doubling on

OH*EC and TH'EC using AIVM’s
techniques is less than that of conventional methods,
and is approximately reduced to 34.78% and 43.33%
respectively. Table 4.3 describes the processing time
and percentage saving of time occurring in point
addition and point doubling on OH"EC and

TH™EC using 16-bit processor, while Table 4.4

addition and point doubling on OH"EC up to 87
% approximately using a 16-bit processor. In the case
of TH EC AIVM, techniques help to reduce
processing time for point addition and point doubling
up to 87.6% and 86.42% respectively. Table 4.4
shows that the processing time for point addition and
point doubling on OH ™ EC can be increased up to
93.68% and 91.49%, using 32-bit processor.
Moreover, these processing times on TH™ EC can
be increased up to 92.57% and 87% approximately.

Table 4.3. Processing time for arithmetic operations on OH*EC and TH EC based on 16-bit processor
using conventional and AIVM’s techniques

Points Addition Point Doubling
Elliptic Curves Toe Totce T Tere Torcc TS
(In seconds) (In Seconds) | (In %) (In seconds) (In Seconds) (In %)
OHEC 0.0102 0.0013 86.99 0.0092 0.0011 87.21
THEC 0.0084 0.00104 87.60 0.0076 0.0010 86.41

Table 4.4. Processing time for arithmetic operations on OH*EC and TH EC based on 32-bit processor

using conventional and AIVM techniques

Points Addition Point Doubling
Elliptic Curves
TEA(\ZC T\}AECC TSA TE%C TVDECC TSD
(In seconds) (In Seconds) (In %) (In seconds) (In Seconds) (In %)
OHEC 0.0107 0.0006 93.67 0.0103 0.0008 91.48
THEC 0.0097 0.0007 92.56 0.0091 0.0011 86.94

5. CONCLUSION

This study presents efficient algorithms for point
addition and point doubling on Huff Elliptic Curves
(HEC), Generalized Huff Elliptic Curves (GHEC),
and New Generalized Huff Elliptic Curves (NGHEC)
by integrating Ancient Indian Vedic Mathematics
(AIVM) techniques. The use of the Dvandva-Yoga
Sutra for squaring operations and the Urdhva-
Tiryagbhyam Sutra for multiplication significantly
reduces computational delay and enhances overall
performance. The MATLAB-based implementation
for 8-bit and 16-bit operations demonstrates that
AlVM-based algorithms provide faster processing,
lower power consumption, and improved speed

https://ijioa.com/
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compared to classical arithmetic methods. The
reduced total computation delay confirms the
effectiveness of Vedic techniques in optimizing
cryptographic operations over Huff curves. The
performance improvements observed in tables and
graphical analysis further validate that AIVM
techniques offer a promising and efficient alternative
for hardware and software implementations of elliptic
curve cryptography.
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